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e Scholarships from National Funding Agencies
(Visvesvaraya Scholarship, India Al, Chanakya
Fellowship)

Access to reputed International and National
Journals via Digital Libraries & ONOS platform
Access to High Performance Computing Facilities
Opportunity to collaborate with global researchers,
industry professionals, and live projects
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Active Research Areas:

Offensive Security & Adversarial Techniques: Penetration
Testing, Red Teaming, Exploit Development

Malware Analysis & Reverse Engineering: Ransomware
Analysis, Binary Analysis, Dynamic & Static Analysis

Network, Cloud & Systems Security: Intrusion Detection
Systems (IDS/IPS), Cloud & Container Security

Digital Forensics & Cyber Investigation: Memory & Disk
Forensics, Multimedia Forensics, Incident Response

Al for Cyber Security & Trustworthy Al: ML-based Threat
Detection, Explainable Al (XAl), Adversarial Machine Learning,
LLM Security

Cryptography, Privacy & Trust. Privacy-Enhancing
Technologies, Secure Multi-Party Computation
Post-Quantum & Advanced Cryptography: Post-Quantum

Cryptography (PQC), Quantum Cryptography, Zero-
Knowledge Proofs (ZKP)
Blockchain & Applications: Smart Contract Security,

Decentralized Identity

loT, UAV & Cyber-Physical Systems Security: UAV Security,
Embedded Systems, Critical Infrastructure Security

FPGA & Reconfigurable Hardware Security: Logic Locking &
Anti-Tamper Architectures, Hardware Trojan Detection in
FPGA Designs, Side-Channel Attack Resistant FPGA

Admission Categories:

Drishti CPS Foundation
IIT Indore

C3iHub
IIT Kanpur

Sponsored (Full-Time)
Supported by industry/R&D

Scholarship Holders (Full-Time)
Funded by National agencies organizations

Advanced Cryptology and
Quantum-Safe Communication
Research Lab

Digital Forensics and
N Offensive Security Lab

Architectures, ML on hardware security
External Registrants

Employed candidates pursuing Ph.D. in
collaboration with their parent
organization

Self-Financing (Full-Time)
May receive TA support

Secure reProgrammable
Hardware INfrastructure
ReXearch (SPHINX) Lab

Redteam Operations and
C“ ive Security Tacti

Biometrics and loT Sensor
Networks Lab
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Centre for Resilient Environments
” Il & Autonomous Technologies for
Engineering Systems
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Al for Responsible,
Transparent, and Secure
Computing Research Lab




